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W H O A M I  ( R I C C I  I E O N G )
Working Experience

◦ Adjunct Assistant Professor in the Hong Kong University of Science 
& Technology (2015 - ) 

◦ Adjunct Assistant Professor in the Chinese University of Hong 
Kong (2023 -)

◦ Part-time lecturer in Tung Wah College (2019 - 2021)

◦ Principal Consultant and Founder of eWalker Consulting Limited 
(2005 - )

◦ Authorized Trainer for CCAK (2021 - )

◦ Authorized Trainer for ISC2 CCSP (2016 - )

◦ Authorized Trainer for CSA CCSK (2013 - )

◦ Consultant of Hewlett Packard HKSAR (2000 – 2005)

◦ Senior Consultant of PrivyLink HKSAR (2000)

◦ ACO of Cyberspace Center, HKUST (1997 – 2000)

◦ Demonstrator, COMP, HKUST (1996 – 1997)

Education

◦ PhD (2013), HKU HK

◦ MA Arb (2006), City University HK

◦ M.Phil (1996), HKUST

◦ B.Sc (1994), CUHK

Others

◦ Active speaker in HK IT security industry

◦ Team member of Foreigner Team Champion in a Korean based 
Digital Forensics Challenge (2018, 2020)

◦ ISC2 Asia-Pacific Information Security Leadership Achievements 
(ISLA) – Senior Information Security Professional (2017) Award 

◦ HKSAR Government Cyber Security Professionals Awards (2017) 

◦ HKMA PDP Committee

◦ Council Member of Information Security and Forensics Society

◦ Vice Chairman of Cloud Security Alliance (HK&M) Chapter
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R E C E N T  I N C I D E N T S
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R E C E N T  D A T A  B R E A C H  H E A D L I N E S  ( S E P  

- O C T  2 0 2 3 )

• On October 6, 23andMe announced that hackers had 

obtained some user data, claiming that to amass the stolen 

data the hackers used credential stuffing — a common 

technique where hackers try combinations of usernames or 

emails and corresponding passwords that are already public 

from other data breaches
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• Cl0p ransom gang attack through MOVEit hack 

in Sep 2023



R E C E N T  D A T A  B R E A C H  H E A D L I N E S  ( O C T  

2 0 2 3 )
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R E C E N T  D A T A  B R E A C H  H E A D L I N E S  ( O C T  

2 0 2 3 )
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C Y B E R P O R T  H A C K  ( S E P  2 0 2 3 )

• The data was released recently after international hackers 

demanded a ransom of US$300,000 - approximately HK$2.35 

million - for the leaked 400 gigabytes of information.

• Apart from the personal data of staff, the hacked files also 

included lease agreements, receipts, audit reports, and a large 

number of documents involving HSBC, CLP Power, and the 

government.

• The hacker organization, Trigona, put up the data for bid 

online.

• Cyberport on Tuesday strongly condemned the hackers and 

expressed regret over the concerns and inconvenience caused 

by the incident.

Copyright © Ricci IEONG for CSA HKM in CTF 2023 712/27/2023



C O N S U M E R  C O U N C I L  H A C K  ( S E P  2 0 2 3 )
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C O N S U M E R  C O U N C I L  H A C K  ( S E P  2 0 2 3 )

Copyright © Ricci IEONG for CSA HKM in CTF 2023 912/27/2023



N O  D A T A  L E A K E D  O N  D A R K  W E B

• “The Standard HK”

– The Consumer Council previously sent out 25,000 data breach 

notifications to complainants, staff, and its magazine subscribers 

and received 106 inquiries after the watchdog discovered its 

computer server was hacked on September 20 and a US$500,000 

(HK$3.9 million) ransom demanded.

– The watchdog’s chief executive, Gilly Wong Fung-han, said earlier 

that the Council would not pay the ransom - which the hackers 

demanded to be paid before September 23. 

– The watchdog’s investigation found that the data of approximately 

8,000 individuals was suspected to have been compromised.
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A N O T H E R  V I C T I M  – H O N G  K O N G  B A L L E T

• SCMP 16 Oct 2023

– The Hong Kong Ballet has reported a data breach caused by a 

ransomware attack on its computer systems, becoming the third 

well-established organisation in the city to be hacked in two 

months.

– In an official statement released on Monday night, the renowned 

cultural institution said it had recently discovered its network 

systems had been infected with ransomware, allowing intruders to 

illegally access files stored on computers.

– Data including personal user details and the organisation’s 

internal information had been viewed by the intruders, the 

company said, adding it was still working to determine the full 

scope of the attack.
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P R O P O R T I O N  O F  R A N S O M W A R E  G R O U P S  
I N  Q 2 / 2 0 2 3
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R A N S O M W A R E  A T T A C K S  D I S T R I B U T I O N  

F R O M  M I C R O S O F T

12/27/2023 Copyright © Ricci IEONG for CSA HKM in CTF 2023 13



A T T A C K  T I M E  D U R A T I O N S
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H O W  D O  T H O S E  A T T A C K  W O R K  ( P A T H  1 ) ?
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H O W  D O  T H O S E  A T T A C K  W O R K  ( P A T H  2 ) ?
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D E E P  D I V E  I N  T T P

Tactics, Techniques and Procedures CVE

1. Bypassing Security Measures and Tampering with Security 
Mechanisms

CVE-2021-27065, CVE-2021-26857, CVE-
2021-26855

2. Exploiting Vulnerabilities in Backup and Recovery
Solutions

CVE-2023-34362

3. Exploiting Remote Code Execution Vulnerabilities CVE-2023-28252

4. Bypassing Authentication and Exploiting
Pre-Authentication Vulnerabilities

CVE-2023-0669, CVE-2023-27350
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C O M M O N  R O O T  C A U S E S

1) Phishing and Business Email Compromise (BEC) attack

2) User/password  brute force attempt

3) Weak password used in privilege accounts

4) Local privilege account obtained followed by use of lateral 

movement tools

5) Known vulnerabilities in the system

6) Implant of tools to critical systems

7) Insufficient network segmentation to prevent further compromise

8) Insufficient monitoring and logging

User 
authentication 

weakness

Vulnerability in 
system

Insufficient 
network 

segmentation

Insufficient 
monitoring
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Over-trust
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8  S T E P S  T O  P R E V E N T  R A N S O M W A R E
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Z E R O  T R U S T  

A R C H I T E C T U R E
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Z E R O  T R U S T  H I S T O R Y
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C O N C E P T  O F  Z T

• A key aspect of ZT networks is that authentication and explicit authorization must occur prior to 

network access being granted (e.g., the communication between a requesting entity and the target 

resource).

• ZT concepts from Cloud Security Alliance

– Making no assumptions about an entity’s trustworthiness when it requests access to a resource

– Starting with no pre-established entitlements, then relying on a construct that adds entitlements, as needed

– Verifying all users, devices, workloads, network and data access, regardless of where, who, or to what resource, 

with the assumption that breaches are impending or have already occurred
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K E Y  L O G I C A L  C O M P O N E N T S  O F  A  Z T A
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Z T A  

I M P L E M E N T A T I O N
• Various ZTA implementation approaches defined by NIST SP 800-207

– ZTA using Enhanced Identity Governance

– ZTA using Micro-Segmentation

– ZTA using Network Infrastructure and Software Defined Perimeters
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Z E R O  T R U S T  N E T W O R K  A C C E S S  ( Z T N A )  

I M P L E M E N T A T I O N

• ZTNA supports a paradigm 

– where neither users nor the applications they access 

are sitting behind the perimeter. 

– Considered a VPN replacement, ZTNA allows users 

to access services from anywhere, anytime, from any 

device. 

– ZTNA consists of two distinct architectures: 

• endpoint-initiated ZTNA (on managed devices)

• service-initiated ZTNA (for unmanaged devices)
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C S A  – C C Z T  C E R T I F I C A T E

https://cloudsecurityalliance.org/education/cczt/
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