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WHOAMI (RICCI IEONG)

Working Experience E
° Adjunct Assistant Professor in the Hong Kong University ¢ Others
& Technology (2015 - ) °  Active speaker in HK IT security industry
° Adjunct Assistant Professor in the Chinese University of Hong °  Team member of Foreigner Team Champion in a Korean based
Kong (2023 -) Digital Forensics Challenge (2018, 2020)
° Part-time lecturer in Tung Wah College (2019 - 2021) o ISC2 Asia-Pacific Information Security Leadership Achievements

°  Principal Consultant and Founder of eWalker Consulting Limited (IS = Somitor nforaition Sasury Freisional (2017) A

(2005 -) © HKSAR Government Cyber Security Professionals Awards (2017)
© Authorized Trainer for CCAK (2021 - ) ° HKMA PDP Committee
> Authorized Trainer for ISC2 CCSP (2016 - ) > Council Member of Information Security and Forensics Society
© Authorized Trainer for CSA CCSK (2013 - ) ° Vice Chairman of Cloud Security Alliance (HK&M) Chapter : "
©  Consultant of Hewlett Packard HKSAR (2000 — 2005) . s u
°  Senior Consultant of PrivyLink HKSAR (2000) =

> ACO of Cyberspace Center, HKUST (1997 — 2000)
©  Demonstrator, COMP, HKUST (1996 — 1997)

Education H
=5

° PhD (2013), HKU HK : '
° MA Arb (2006), City University HK *
* M.Phil (1996), HKUST o
° B.Sc(1994), CUHK .
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RECENT INCIDENTS
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RECENT DATA BREACH HEADLINES (SEP
- OCT 2023)

. ClOp ransom gang attack through MOVEit hack ¢ On October 6, 23andMe announced that hackers had

) obtained some user data, claiming that to amass the stolen
in Sep 2023 8

Clop names PWC, Ernst & Young. and Sony in MOVER hack

data the hackers used credential stuffing — a common
technique where hackers try combinations of usernames or

emails and corresponding passwords that are already public

g from other data breaches .
— user records on cybercrime forum .
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RECENT DATA BREACH HEADLINES (OCT
2023)
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RECENT DATA BREACH HEADLINES (OCT
2023)

Okta’s Latest Security Breach Is Haunted by the Ghost of
City of Philadelphia discloses data breach alter five monlhs Incidents Past
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CYBERPORT HACK (SEP 2023)
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The data was released recently after international hackers
demanded a ransom of US$300,000 - approximately HK$2.35
million - for the leaked 400 gigabytes of information.

Apart from the personal data of staff, the hacked files also
included lease agreements, receipts, audit reports, and a large
number of documents involving HSBC, CLP Power, and the

government.

The hacker organization, Trigona, put up the data for bid

online.

Cyberport on Tuesday strongly condemned the hackers and
expressed regret over the concerns and inconvenience caused

by the incident.
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CONSUMER COUNCIL HACK (SEP 2023)

Hang Kongs consumer watchdog has Tallen victim bo hackers snd has warned the public of
msuspeched duta breach, ot Mo waeeg ghiar i premed that Cybarges] tech b sudfensd

& fdata laak

The Conmamer Cowncil said on Fridey that A cyberattack against 115 compe er syatam had
Een ddentilfied on Wadrssday. causing darmsge 1o abaut BD per ceal of s sritems and
disrupticn fo thelr hotline services and price comparison tools. Whether a personal data

g ik inpobead, anad the oo ol the dara leak, rereens 0o be canlameed
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Chan said, # had demanded USSE00, 000 HESI.A millicn) be pald by Saturday night, snd up

CONSUMER Cm b LISET00, 000 (HESS.5 millian| if the desdling was nat mel

“The council S1ronghy condsmng 1he unliw!ul Sybed activity ol Rachars, shid will nol

succumb o rensammaare extoetion,” Chan sald, adding thad the watchdog will support

poice invesligalions acd sxpe edses apologies 1o the pubse
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CONSUMER COUNCIL HACK (SEP 2023)

Cyberattack on the Consumer Council's Computer System

2023.09.22

The Consumer Countil confismed today (22
September 2023) that a malicious ransomware attack
against its computer system was identified on Wednesday
moming (20 September 2023}, The attack has resulted in
almost B0% damage of the computer system, causing
disruption to its hotline services and wpdate of price
comparison tools. The Council has 1aken immediate action
1o strengthen the security measures of the system 1o

prevent further attack by the hacker, whalst appomnting a : '
forensic expert immediately fo conduct investigations .
Holline services have currently resumed after emergency .
repairs. The case was reported 1o the Police yesterday morning (21 September 2023), and the Council has also proactively "
notified the OfMice of the Privacy Commissioner for Personal Data of the incident, i~ : i
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NO DATA LEAKED ON DARK WEB

Consumer Council says no data leaked on ‘dark web’
following hack

‘TTEE

T Conume Councd 5360 on Monday Tan s Sola OoMpromesad i 3 recesl DOmpRuner Sanaa Mo
Wikl Mool heaimd o b "k weely”, aeiding thad mn mvestipabion B ongoang
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“The Standard HK”

- The Consumer Council previously sent out 25,000 data breach
notifications to complainants, staff, and its magazine subscribers
and received 106 inquiries after the watchdog discovered its
computer server was hacked on September 20 and a US$500,000

(HK$3.9 million) ransom demanded.

— The watchdog’s chief executive, Gilly Wong Fung-han, said earlier
that the Council would not pay the ransom - which the hackers

demanded to be paid before September 23.

— The watchdog’s investigation found that the data of approximately

8,000 individuals was suspected to have been compromised.
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ANOTHER VICTIM

Hong Kong Ballet reports data breach from
ransomware attack, as third well -established city
organisation hacked in 2 months

HONG KONG BALLET

* SCMP 16 Oct 2023

- The Hong Kong Ballet has reported a data breach caused by a
ransomware attack on its computer systems, becoming the third
well-established organisation in the city to be hacked in two

months.

- Inan official statement released on Monday night, the renowned
cultural institution said it had recently discovered its network
systems had been infected with ransomware, allowing intruders to

illegally access files stored on computers.

- Data including personal user details and the organisation’s
internal information had been viewed by the intruders, the
company said, adding it was still working to determine the full

scope of the attack.
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PROPORTION OF RANSOMWARE GROUPS
IN Q2/2023
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RANSOMWARE ATTACKS DISTRIBUTION
FROM MICROSOFT
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Figure 1: Percentage Distribution of Key Sectors Targeted in Recent Ransomware Attacks
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ATTACK TIME DURATIONS
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HOW DO THOSE ATTACK WORK (PATH 1)7?

1. Attacker exploits vulnerability 2. Attacker gains control 3. Attacker grabs data
Applications

Credential Theft Defende Evasion
Endpoints i |

Lateral Movement Porsistence

Identity

Data Exfiltration

0

Remate Code Execution

Data 1 .
RDP Brute Force Use Cﬂmprim;;e-d Er:!den'nal

Lateral Movement
e r—
Infrastructure é_'

Figure 3: Ransomware Compromise Techniques
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HOW DO THOSE ATTACK WORK (PATH 2)7?

PRIVILEGE ESCALATHEN

Data from Local System = 71005
Ermsdl Collection = TiR14
Arckide Collected Data - TAS60

s

CEBLLEC FERN

P RSISTINCE * = &

Schepduled Task - T1053.005 L
Valid Accounis — T1I07E o
Craate Mocourt - T1136 LATERAL BOVTAIENT s

x Resmiote Deesktop Prodoced — T1O021.001 & & &

SMB Windows Admin Shares - T1021.002 . e s

EXECLITICNN

DISCOVERY ..
INITIAL ACCESS

Malicious File - T1202.002 R — 2

Phisking - T1566 Fowsrshel - T1052.001 m:.m-;:mm: . o

Drive-by Compromise - T1159 Windeng Comanand Shall - 7.1030.003 Domain Aceount - TIORT, 002 . %

12/27/2023 Copyright © Ricci IEONG for CSA HKM in CTF 2023 16




DEEP DIVE IN TTP

Tactics, Techniques and Procedures CVE

1. Bypassing Security Measures and Tampering with Security CVE-2021-27065, CVE-2021-26857, CVE-

Mechanisms 2021-26855

2. Exploiting Vulnerabilities in Backup and Recovery CVE-2023-34362

Solutions

3. Exploiting Remote Code Execution Vulnerabilities CVE-2023-28252

4. Bypassing Authentication and Exploiting CVE-2023-0669, CVE-2023-27350 5

Pre-Authentication Vulnerabilities
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COMMON ROOT CAUSES

1)  Phishing and Business Email Compromise (BEC) attack User

Vulnerability in

2)  User/password brute force attempt SHEEREEHON system

weakness
3)  Weak password used in privilege accounts

4)  Local privilege account obtained followed by use of lateral

movement tools Insufficient

Insufficient
network

5)  Known vulnerabilities in the system segmentation monitoring

6)  Implant of tools to critical systems

7)  Insufficient network segmentation to prevent further compromise

8)  Insufficient monitoring and logging Over-trust
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8 STEPS TO PREVENT

Your Enterprise
Applications and
Operating Systems

Maintain
Hygine

12/27/2023

Update/Remove

RANSOMWARE

Continuous Data Dizable whenever
and it is possible

for all users
to control access
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ZERO TRUST
ARCHITECTURE
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ZERO TRUST HISTORY

Pre-2010 2013 w018
ZT researched by CSA's SDP concept
DISA, DOD, and Hm:d Forrester's Zero Trust
erlehs Foutin eXended (ZTX)
Ecosystem report
@ 2] L ] & [ ] ] .
Hlﬂ M H.Ibhlﬂﬂﬂl‘l P
ZT created by john Google implements (SP) B0O-207, Zero Trust .
Kindervag Zero Trust and Architecture .
BeyondCorp 5
2010 1014 2020 *
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CONCEPT OF ZT

« A key aspect of ZT networks is that authentication and explicit authorization must occur prior to
network access being granted (e.g., the communication between a requesting entity and the target

resource).

« ZT concepts from Cloud Security Alliance
— Making no assumptions about an entity’s trustworthiness when it requests access to a resource
— Starting with no pre-established entitlements, then relying on a construct that adds entitlements, as needed

— Verifying all users, devices, workloads, network and data access, regardless of where, who, or to what resource,

with the assumption that breaches are impending or have already occurred

12/27/2023 Copyright © Ricci IEONG for CSA HKM in CTF 2023
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KEY LOGICAL COMPONENTS OF A ZTA

Control Plane

us Data
EI:DH - Policy Engine Policy o Access
y¥stem :
: Decision Policy
Policy Point
Compliance : -
Threat — . - 18]
Intelligence Rata Fians I Management
Untrusted M':f Trusted
Log Point
System '
Figure 2: Key Logical
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ZTA
IMPLEMENTATION

* Various ZTA implementation approaches defined by NIST SP 800-207
— ZTA using Enhanced Identity Governance
— ZTA using Micro-Segmentation

— ZTA using Network Infrastructure and Software Defined Perimeters
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ZERO TRUST NETWORK ACCESS (ZTNA)
IMPLEMENTATION

n LT IE S P ﬂ ire Al ik
« ZTNA supports a paradigm B e . Y ——
L o iy lefmears Erantntuiat
— where neither users nor the applications they access © o °
are sitting behind the perimeter. W8 i PO
Lirectory oF lilaas

— Considered a VPN replacement, ZTNA allows users

to access services from anywhere, anytime, from any

device.

— ZTNA consists of two distinct architectures:

+ endpoint-initiated ZTNA (on managed devices)

+ service-initiated ZTNA (for unmanaged devices) i g

Dresrioey o hiaah

End-Ler Dlevioe
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CSA - CCZT CERTIFICATE

c-ﬂli

Membership » STAR Program »  Certificates & Training » Research «

Certificate of Competence
in Zero Trust (CCZT)

The industry's first authoritative Zero Trust training and certificate.

Taks the Exam Wiew Training

https://cloudsecurityalliance.org/education/cczt/
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